KoMmnbrorepHbie BUPYCBI

KommpioTepHBI BHpPYC - 95TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTpPaMM,
OTJINYUTETLHON OCOOEHHOCTHIO KOTOPOH SABJISETCS CIOCOOHOCTh K Pa3MHOXKEHUI0. B
JIOTIOJTHEHWE K 3TOMY, BHUPYChl MOTYT IIOBPEJIUTH WJIM IOJHOCTHIO YHHUUTOXKHUTH BCe
(aiiiel ¥ AaHHBIE, TOAKOHTPOJBHBIE IIOJIB30BATENI0, OT HWMEHH KOTOporo ObLia
3alylleHa 3apa)keHHasd IIpOrpaMMa, a TakKe IIOBPeUTh WIH Ja)ke YHUUTOXXUThb
OTIEPallMOHHYIO CHCTEMY cO BceMH aillaMu B 1eJoM. B OOJIBIIMHCTBE C/Iy4daeB
PacCIpOCTPAHAIOTCS BUPYCHI Yepe3 MHTEPHET.

MeTozbl 3a1IUTHI OT BPEAOHOCHBIX ITPOTPAMM:

1. Mcnosb3yii coBpeMeHHbIE ONepallMOHHbIE CUCTEMbI, UMEIOIUe CePhe3HbIN YPOBEHD
3alUTHI OT BPEJJOHOCHBIX IIPOIPaMM;

2. [TocrossHHO ycraHaBiuBau mautu (IuQpOBBIE 3aIIATKU, KOTOPbIE aBTOMATHYECKU
yCTAaHABJIUBAIOTCA C IEJIbI0 JOpPabOTKU IMPOTPaMMBbI) W JIpyThe OOHOBJIEHHS CBOeU
omnepanuoHHOU cucteMbl. CKaunBall UX TOJIBKO ¢ OPUINAIBHOTO caliTa pa3zpaboTumka
OC. Eciu cymiecTByeT pe:KUM aBTOMaTHYeCcKOro 0OHOBJIEHN S, BKJIIOUH €T0;

3. Pabotait Ha cBoeM KOMIIbIOTEPE IO/ IPaBaMU IOJIb30BaTesIsA, a He A/IMUHUCTPATOPA.
ITO He MO3BOJIUT OOJIBIINHCTBY BPELOHOCHBIX ITPOTPAMM HHCTA/UTUPOBATHCA HA TBOEM
[IEPCOHATBHOM KOMIIBIOTEDE;

4. Vlcionip3yii aHTUBUPYCHBIE IPOIPAaMMHbIe IIPOIYKTHI U3BECTHBIX ITPOU3BOIUTENIEN, C
aBTOMaTUYeCKUM OOHOBJIEHUEM 0a3;

5. Orpannup pusnyeckuil JOCTyI K KOMIBIOTEPY JJIs1 HOCTOPOHHUX JIUII;

6. Vcnosip3yli BHEIIIHNE HOCUTENN HH(pOpMAIUU, Takue Kak Jielika, IucK uin ¢ain
13 UHTEPHETA, TOJIbKO U3 IIPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpbIBail KoMObIoTepHBIE (ailsibl, MOJyYeHHbIEe U3 HEHAJeKHBIX MCTOUHUKOB.
Jaxe Te ailipl, KOTOpbIe MPUCIAT TBOU 3HAKOMBIH. Jlydllle yTOUYHU y HEro, OTIIPAaBJIAI
Ji1 OH Tebe Ux.

Ceru WI-FI

Wi-Fi - 3To He BUJI mepe/iaunl JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OpEeH/I, MapkKa.
Eme B 1991 roxy HuaepsaHzcKas KoMIaHus 3aperucrpuposaia 6pens "WECA", uro
obozHauaso cioBocoueranue Wireless Fidelity", xoTopslii mepeBoAguTCA Kak
"6GecIIpoBOTHAS TOYHOCTD" .

Jlo Haimlero BpeMeHHU /JolLIa Apyras ab0peBuaTypa, KoTopas sBJIseTcA TaKoH xe

TexHosiorue. ItTo abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO ¢ HAMEKOM Ha

CTaHAAPT BbICIIEN 3ByKoBoM TexHWkH Hi-Fi, uro B mepeBoze o3HauaerT "BBICOKAas
n

TOYHOCTB .

Jla, GecIutaTHBIM UHTEPHET-OCTYI B Kade, OTeJISIX U a3pOIOpTax SIBJISETCS OTIMYHOU
BO3MO’KHOCTBIO BBIXO/Ia B UHTEPHET. HO MHOrHe BSKCHEPTHI CYUTAIOT, UYTO
obmenoctynabie Wi-Fi cetn He ABJIAIOTCA O€30ITaCHBIMU.

CoseTbl 110 6€30IaCHOCTH PabOTHI B 00IIEAOCTYyIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBorwo smyHyoo uHbopMmamuioo yepe3 obmiemoctynusle Wi-Fi ceru.
Paboras B HUX, JKeJIaTeIbHO HE BBOJIUTH ITAPOJIU JOCTYIIA, JIOTUHBI U KaKUe-TO HOMEPA;



2. Mcnosb3yit 1 0OHOBJISI aHTUBUPYCHBIE IPOTPAMMBI B OpaHaMayep. TeM caMbIM ThI
obe3ormacuIllb cebs OT 3aKaYKU BUPyca Ha TBOE YCTPOUCTBO;

3. IIpu wmcnonp3zoBanuu Wi-Fi ortkmoun ¢ysknupo "OOmui moctyn k daiiaMm u
npuHTepam'. JlanHasg GYHKIUA 3aKphiTa [0 YMOJTYaHUIO, OJHAKO HEKOTOPBIE
II0JIb30BATEIN aKTUBUPYIOT ee /11 yZI00CTBa UCII0Ib30BaHU B paboTe miu yuebe;

4. He ucnonp3yit myosmunsiii WI-FI g1 nmepempauyu JIMYHBIX JAHHBIX, HAIIPUMeEp IS
BBIX0/Ia B COIlMAJIbHBIE CETU WJIU B 3JIEKTPOHHYIO IIOUTY;

5. Ucnonp3yl Tosibko 3amuineHHoe coequHeHue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBoau numeHHo "https://";

6. B w™oOwibHOM Tesnedone orraoun  Qyaknuoo Ilogxtouenme k- Wi-Fi
aBromaTtuuecku'. He fiommyckail aBTOMaTHYeCKOTO MOAKIIOUEHHs yCTPONCTBA K CETAM
Wi-Fi 6e3 TBoero coriacusi.

ConmunajibHbIE CeTH

ComuasibHbIE CETH aKTHBHO BXOJAT B HAIIy >KU3Hb, MHOTHE JIIOIU PabOTAIOT U KUBYT
TaM IOCTOSIHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLTAAP]] YETOBEK, YTO SIBJISIETCS
OZIHOI ceIbMOU BCEX >KHUTejed IIaHeThbl. MHOrue II0JIb30BaTeJd He IMOHUMAIOT, UTO
nHdopManus, pas3MellleHHas UMH B COIIHAJIbHBIX CETAX, MOXKET OBbITh HalJleHa Hu
HCIIOJIb30BaHa KEM YTOJIHO, B TOM UHCJIE He 00A3aTeIbHO ¢ OJ1ariMy HaMepPEeHUSIMH.

OCHOBHBIE COBETHI 110 OE30ITaCHOCTH B CONHAJIbHBIX CETAX:

1. OrpaHuuYb CHOUCOK Jpy3eid. Y Tebss B JApPYy3bsX HE JIOJKHO OBITh CIyYaWHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amumai CBOW YacTHYIO KU3Hb. He ykasbIBail maposu, TesedoHBI, aapeca, AaTy
TBOErO0 POXKAEHUs U JAPYIyl0 JIUYHYI0 WH@OpManuo. 3JIOYMBIIIJIEHHUKA MOTYT
HCIIOJIb30BaTh Jlake WHGPOPMAIIUI0 O TOM, KaK Thl U TBOU POAUTENU IUIAHUPYETE
IIPOBECTU KAaHUKYJIbI;

3. 3amumiai CBOI PeIyTaIyio - IEPKU ee B YUCTOTE U 33/1aBall cebe BOMPOC: XOTes ObI
ThI, YTOOBI APYTHE IIOJIb30BATEIIN BUEJIU, YTO ThI 3arpy»Kaemib? [loymait, mpexziae uemMm
YTO-TO OIyOJIMKOBATh, HAIIMCATD U 3arPy3UTh;

4. Ecoiu ThI TOBOPHUIIIB C JIOABMU, KOTOPHIX HE 3HAEIb, HE UCIOJb3YH CBOE pPeayibHOE
UMs U JPYTYIO TUUYHYI0 HHQOPMAaIMU: UM, MECTO KUTEJIHCTBA, MECTO yUeObl U IIpOYee;

5. N36eraii pazmenienus dororpaduii B IHTepHeTe, r71e Thl N300pa’keH Ha MECTHOCTH,
10 KOTOPOU MOXKHO OIPEZIETUTh TBOE MECTOIIOJIOKEHHE;

6. [Ipu perucrpanuu B COIUAIbHON CETU HEOOXOAUMO UCII0IH30BATh CJIOKHBIE TTAPOJIH,
cocrosiue u3 OyKB 1 UMD U ¢ KOJIMIECTBOM 3HAKOB He MeHee 8;

7. 714 conuasibHOU ceTu, MOYTHI U JIPYTUX CAUTOB HEOOXOUMO UCIIOJIH30BATh Pa3HbIE
napostu. Tora ecsu TeOs B3JIOMAIOT, TO 3JI0yMBIIIEHHUKH MOJIyYaT JAOCTYII TOJIBKO K
OJTHOMY MecCTy, a He BO Bce cpaay.

DJIEeKTPOHHBIE J€HbI'U

OJIeKTPOHHBIE JIEHBI'H - 3TO OUe€Hb Y/IOOHBIN CIOCO0 IjiaTexkeil, OTHAKO CyIIECTBYIOT
MOIIIEHHUKH, KOTOPbIe XOTAT IOJIYUYUTD 3TH JIeHbI'U.



OJIEKTPOHHBIE JIEHBI'W MOSIBIJIMCH COBCEM HEJABHO M MMEHHO M3-3a 5TOTO BO MHOTHUX
rocy/1apcTBax JI0 CHUX IIOP He MIPOMMCAHO PO HUX B 3aKOHAX.

B Poccuu ke OHM (PYHKIMOHMPYIOT H O HHUX YK€ IIPOIHCAHO B 3aKOHE, IJle HX
pas/iesII0T Ha HECKOJIBKO BH/IOB - aHOHHUMHBIE M HE aHOHUMHBIE. Pa3zHUIla B TOM, UTO
AaHOHUMHBIE - 3TO Te, B KOTOPBIX paspelaercs MTPOBOAUTH omepanuu 0Oe3
naeHTUUKAIMH I10Jb30BaTesI, a B HEAHOHHMHBIX HAEHTH(HUKALMSA I0JIb30BATEIIS
ABJIIETCA 0013aTeIbHOM.

Takske ciezyeT pa3auyaTrh 3JIEKTPOHHBIE (pUaTHBIE JeHbrU (PaBHBI TOCY/IapCTBEHHBIM
BJIIOTaM) U BJIEKTPOHHBIE HedUATHBIE JIeHbIU (He PaBHBI TOCY/IaPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 110 6e301acHO paboTe C 3JIEKTPOHHBIMU JIEHbraMu:

1. [IpuBs:ku K cueTy MOOWIBHBIN TesieOH. ITO caMbIil yAOOHBIM U OBICTPHIA CHIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBs3aHHbIN TesieOH TOMOKET, €CJIN 3a0yAelb CBOM
IIaTEXXHBIN apoJIb WU 3al/Ielllb HA CAUT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Mcnonp3yit ogHOpa3oBble maposu. Ilocie mepexona Ha YCUJIEHHYIO aBTOPHU3AILHIO
Tebe y»ke He OyZleT yrpoKaTh ONACHOCTh KPaXKU WJIU IlepexBaTa IUIATEXKHOTO 1apoJis;

3. Beibepu citokHBIA maposib. IlpecTymHukamM OyzeT He IPOCTO yrafaTh CJIOKHBIN
naposib. HajiesxHple aposiu - 3TO Mapojiyd, KOTOpble cojiepKaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B ce0Os CTPOUHBbIE U MPOMUCHBbIE OYKBBI, HU(PPHI U HECKOJIBKO CHMBOJIOB,
TaKue Kak 3HaK Jiojiapa, GyHTa, BOCKJIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tRong!;;

4. He BBOAM cBOU JIMUHBIE JAHHBIE HA CaﬁTaX, KOTOPBIM HE IOBEPAECHIb.
QJIeKTpOHHa}I mourTa

AJIEKTPOHHASA TI0YTA - 3TO TEXHOJIOTUSA U IIPEJIOCTABIIsIEMbIE €10 YCIIYTH IO TIEPEChUIKE U
MIOJIyYEHUIO B3JIEKTPOHHBIX COOOIEHHH, KOTOPhIE PAaCIPEAEsSIOTCS B KOMIIBIOTEPHOM
cetd. OOBIYHO HJIEKTPOHHBIA ITOYTOBBIM SIMHK BBITJISUT CAEAYIONAM 00pa3oM:
UMs_T0JI30BATENA@UMs_oMeHa. Takke KpoMe Mepelayy IPOCTOTO TEKCTA, UMEETCS
BO3MOKHOCTD IIepeiaBaTh (haiIbl.

OcHOBHBIE COBETHI 110 Oe301acHOl paboTe ¢ 3JIEKTPOHHOMN MOUTOMU:

1. Hazio BeIOpaTh MpaBUJIBHBINA ITOYTOBBIN cepBHUC. B HHTEpHETE €CTh OTPOMHBIN BHIOOD
OecIIaTHBIX IOYTOBBIX CEPBUCOB, OJJHAKO JIy4llle JIOBEPATHh Te€M, KOTO 3HAellb U KTO
MePBBIN B PEUTHHTE;

2. He ykaspIBail B JINYHOU ImouTe JUYHYI0 nHpopmanuo. Hanpumep, sgydie BpIOpaTh
"My3bIKaJIbHBIN_(paHaT@" mu "pok2013" BMecTo "Tema13";

3. Mcnosib3y# ABYX3TAITHYI0 aBTOPHU3AIUAI0. DTO KOT/[a IOMUMO ITapoJis HY?KHO BBOJIUTD
KO/I, IpuChLIaeMbIl 1o SMS;

4. Bpibepu cJIOKHBIH maposib. JIJIA KakJIOro IHOYTOBOTO SIIIUKA JIOJKEH OBITh CBOU
Ha/Ie’KHBIU, yCTOUYMBBIN K B3JIOMY I1apOJib;

5. Ecsti ecTh BO3MOXKHOCTh HAIIMCATh CAaMOMY CBOU JIMYHBIM BOIPOC, UCIIOJIBb3YH 3TY
BO3MOXKHOCTb;



6. Vcronb3yil HECKOJIBKO IOYTOBBIX SIIUKOB. llepBbIM /J1 YacTHOU IIepenucKU C
azpecaTaMi, KOTOPHIM ThI IOBEPSEIIh. DTO BJIEKTPOHHBIN a/ipec He HAJI0 UCIIOJIb30BaTh
IIpU perucTpanuu Ha GopyMax U calTax;

7. He oTkpbiBail haiyibl U JIpyTHe BJIOKEHUs B MHCHhMAaX, JlIaXKe e€CJIM OHU IIPUIILIA OT
TBOMX Apy3€eil. JIydllle yTOUHY Y HUX, OTIPABJISIIN JIU OHU Tebe 3Th hatiIb;

8. Ilocse okoHYaHUs PabOTHI HA MOUYTOBOM CEpPBHICE Iepef] 3aKPBITUEM BKJIAJKU C
caiiToM He 3a0yZb HaXKaTh HA "BeriAT".

Ku6epOy/L/ITMHT MJIN BUPTYyaJbHOE U3/1€BAaTEJIbCTBO

KubepOy/UTHHT - TpecjieioBaHHE COOOIEHUSIMH, COAEPIKAIIUMH OCKOpOJIeHus,
arpeccuio, 3allyTUBaHMe; XyJUTaHCTBO; COIMIbHOE OOWKOTHPOBAaHUE C IIOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOPBOE ¢ KUOEPOYIITUHTOM

1. He 6pocaiica B 60#. Jlyumuii crocob: mOCOBETOBATHCA KaK ceOsl BECTU W, €CJTU HET
TOT0, K KOMY MOKHO 00paTUTbhCA, TO BHAUYAJIE YCIOKOUThCA. EcIu Thl HAUHEITh OTBEYaTh
OCKOpOIEHUSAMU Ha OCKOPOJIEHNsI, TO TOJIBKO ellle O0JIbIIe pa30oKiKelllb KOH(MJINKT;

2. YpaBiisiii CBoel KubeppemnyTamuei;

3. AHOHHUMHOCTh B CE€TH MHHMAas. CYI_I_IBCTBYIOT CII0COOBI BBIACHHUTDb, KTO CTOHUT 3a
AHOHHNMHBIM aKKAayHTOM;

4. He crouT BecTu XyJIUTaHCKUY 00pa3 BUPTYaJIbHOU KU3HU. VIHTEpHET PUKCHUPYET BCE
TBOU JIEHCTBUSA U COXPAHAET UX. YTUIUTD UX OyZleT KpalHe 3aTPYHUTETHHO;

5. CobJtroziaii CBOI0 BUPTYaIbHYIO Y€CTh CMOJIOJTY;

6. UrHopupyii enuHUYHBIA HeratuB. OmHOpa30Bble OCKOPOUTETHHBIE COOOIEHUS
Jiy4diiie urHopuposaTb. OOBIUHO arpeccus MpekpaliaeTcsa Ha HaUaJIbHOU CTaIuH;

7. baH arpeccopa. B mporpaMmmax o0MeHa MITHOBEHHBIMH COOOIIEHUSMH, B COITUATbHBIX
CETAX €CTh BO3MOKHOCTh OJIOKUPOBKH OTIIPABKU COODIIEHUH C OIIPeeIEHHBIX a/[PECOB;

8. Ecim TBI cBuzerenb kKubepOysuimHra. TBouw [eWCTBUA: BBICTYIUTH IIPOTHUB
IpecjefioBarTesisA, IOKa3aThb €My, 4YTO €ro JeWCTBUS OIeHHBAIOTCA HEraTUBHO,
IIO/1/IePKATh KEePTBY, KOTOPOU HYKHA IICUX0JIOTUYeCKast IIOMOIIb, COOOIIUTH B3POCIBIM
0 (pakTe arpecCUBHOIO IIOBEJIEHU B CETH.

Moo6uibHBIN TesredoH

CoBpemeHHbIE cMapT(OHBI U IUIAHIIETHI COZep:KaT B cebe BIOJHE B3POCJIBIN
(QyHKIIMOHAJ, U Temepb OHU MOLYT KOHKYPUPOBaTb CO CTAllMUOHAPHBIMU
koMmItbloTepaMu. OHAKO, CPECTB 3AIUTHI JIJIS MMOJIOOHBIX YCTPOKUCTB MOKA OYEHH MAJIO.
TecTrpoBaHME U TOUCK YA3BUMOCTEN B HUX MPOUCXOJUT HE TaK WHTEHCHUBHO, KaK JIJIA
ITK, To ke caMoe KacaeTcss U MOOWJIbHBIX TPUJIOKEHHH.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl yiKe IIPAKTHYECKd JOTHAIM HACTOJIbHBIE
aQHAJIOTH, O/THAKO paciupeHre GyHKIIMOHAA BIeYeT 3a cOO0M OOJIBIIYIO CJIOKHOCTD U
MEHBIIIYIO 3AIUIIIEHHOCTD.



Jlaneko He Bce IPOU3BOJIUTEINH BBIIYCKAIOT OOHOBJIEHUS, 3aKPHIBAIOIINE KPUTHYECKUE
YA3BUMOCTH JJIs1 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI /1151 6€3011aCHOCTH MOOMJIBHOTO TeJieoHa:

Hwuuero He sIBJIsieTCs MO-HACTOSAIIEMY OecIUIaTHBIM. ByZib OCTOpOsKeH, Belb Koraa Tede
IpeJtararoT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IIJIATHBIE
YCIIyTH,

Hywmaii, mpexzae yeM oTnpaBuTb SMS, doro mau Buaeo. Thl TOUHO 3HAEIIb, I7le OHU
OyZlyT B KOHEYHOM UTOTE?

HeobxoauMo 0OHOBJIATH ONEPAlOHHYI0 CHCTEMY TBOETO cMapTQOHA;
Vcnosrb3y# aHTHBUPYCHBIE ITPOTPaMMBI JIJISI MOOUJIBHBIX TeJTe(OHOB;

He 3arpy>1caﬁ IIPUJIOKEHHNA OT HEHU3BECTHOI'O MCTOYHHKA, B€lb OHH MOIYT COAEPXKATDH
BPEAOHOCHOE IIPOTrpaMMHOE O6€CH€‘—I€HI/IG;

[Tocste TOro Kak ThI BBIHJEIb C CaliTa, T/le BBOAWII JIMUHYI0 MH(POPMAIUIO, 3alIu B
HaCTpOUKHU Opaysepa u yjanu cookies;

HepI/IOILI/I‘-IeCKI/I HpOBepﬁﬁ, KaKH€ IVIaTHbIE YCJIYTH aKTUBHUPOBAaHbI Ha TBOEM HOMEDPE;

JlaBaii cBOli HOMep MOOMJIBHOTO Tesie()OHA TOTBKO JIFOZSAM, KOTOPBIX ThI 3HAEIIH U KOMY
JIOBEpsielllb;

Bluetooth qomkeH ObITH BBHIKJTIOUEH, KOT/IA ThI UM He ITOJIb3yelrbcs. He 3a0bIBaii mHOT/IA
MIPOBEPATH 3TO.

Online urps1

CoBpeMeHHble OHJIAUH-UTPBI - 5TO KpACOYHBbIE, 3axBaThIBAIOINE pa3BJIeueHUs,
00beIUHAIONINE COTHU THICSY YeJIOBEK I10 BceMy MUpy. Irpoku uccsieyioT JaHHBINA UM
MHUD, OOIIAIOTCA JAPYT C JPYTOM, BBIMIOJHSAIOT 33J[aHHA, CPAXKAIOTCA C MOHCTPAMHU H
MIOJIy4aloT OIBIT. 3a Y/ZOBOJILCTBUE OHU IJIATAT: IOKYIAKOT [JUCK, OIJIAYMBaIOT
abOHEMEHT WJIU MIPUOOpeTaI0T KaKKUe-TO OMITUH.

Bce 3Tm cpeicTBa HAYT Ha TOAJEpKaHUE W PA3BUTHE WUTPHI, a TaKKe Ha caMy
6e30IacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI AaBTOPU3AIHH, BBIITYCKAIOTCA HOBBIE TATUYU
(rmudpoBbIe 3aIUIATKYU AJ15 TPOTPAMM ), 3aKPBIBAIOTCA YSI3BUMOCTU CEPBEPOB.

B momo0HBIX Urpax CTOUT OIAcaThCA HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPaKu
TBOETO I1apOoJisi, HA KOTOPOM OCHOBAHA CUCTEMA aBTOPU3ALNU OOJIBIITUHCTBA UTP.

OCHOBHBIE COBETHI 10 OE30IIaCHOCTH TBOETO HUTIPOBOTr'O aKKayHTa:

1. Ecyti pyroit urpok BeieT ceOs1 MI0X0 WIU CO3/1aeT Tebe HeMPUATHOCTH, 3a0JI0KUPYH
€r0 B CITHCKE UTPOKOB;

2. HO)KEUnyICﬂ AAMUHHUCTpATOpaM HWIPbl Ha IIJIOXO€ IIOBEAECHHE OJTOr0 HIPOKa,
ZKeJIaTeJIbHO IIPUJIOKUTD KaKHE-TO I0KAa3aTE/IbCTBA B BUI€ CKPDHHOB,;

3. He ykasbiBaii TuuHy0 HH(pOpMAIHUIO B Ipodaiiie urpsl;

4. YBaxkall IpyTux y9acTHUKOB I10 UTPE;



5. He ycranaBimBaii HeopuiaabHbIe TATIN U MOJIBI;
6. Mcrnosb3yH C103KHBIE U pa3HbIe TTAPOJIN;

7. ,Z[axce BO BpEMA HUIPbI HE CTOUT OTKJIIOUATb aHTHUBHUPYC. Ilokxa ThBI HUrpaenib, TBOU
KOMIIBIOTED MOTYT 3apa3UTh.

OUIIMHT UJIN Kpaxa IHIYHbBIX JaHHbIX

OObIYHOU Kpasked JeHer W JOKYMEHTOB CErofHs YK€ HUKOTO He YAHUBUIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JI0YMBINIIEHHUKH IIEPEMECTHJINCh B WHTEPHET, U
MIPOIOJIKAIOT 3aHUMATHCA ' JTIOOUMBIM "' JTEJIOM.

Tak mosiBWIach HOBasi yrpo3a: HHTEPHET-MOIIEHHUYECTBA WU (DUIIWHT, TJIaBHAs 1€JTh
KOTOPOTO COCTOUT B TOJYYEHHH KOH(MUAEHIMAIbHBIX JAHHBIX I10Jb30BATEJIEN -
JIOTUHOB ¥ napoJieii. Ha aHrmiickom si3eike phishing untaercs kak ¢ummuar (ot fishing
- ppIOHAas JI0BJIsA, password - ITapoJIb).

OcHOBHBIE COBETHI 110 O0pHOE ¢ PUITUHTOM:

1. Cienm 3a CBOMM aKKAayHTOM. Ecjim Thl IOAO3peBaellb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HeOOXOANMO 3a0JIOKMPOBATH €€ U COOOITUTh aIMUHUCTPATOPAM pecypca
00 5TOM KaK MOXKHO CKOpee;

2. Hcmonp3yir Oe3omacHble BeO-CalThl, B TOM 4YHCJIE, WHTEPHET-Mara3muHoOB U
IIOMCKOBBIX CHICTEM;

3. Wcnonp3yii ciiokHBIE U pa3Hble naposau. Takum o6pa3oM, eciau TeOsA B3JIOMAIOT, TO
3JI0YMBINJIEHHUKH TIOJIyYaT JIOCTYI TOJIBKO K OTHOMY TBOEMY ITPODUIIIO B CETH, a HE KO
BCEM;

4. Ecitut Tebs1 B3yIOMAJTH, TO HEOOXOMMO IIPEAYIIPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIE
JlobaBjieHbI y TeOST B JIPYy3bsSX, O TOM, UTO TebOsl B3JIOMaJ M, BO3MOKHO, OT TBOETO
MMeHU OyZleT pacchLIaThCsA ClIaM U CChUIKH Ha (PUITMHTOBBIE CAUTHI;

5. YcraHoBU HajiexkHbIN naposib (PIN) Ha MOOMIIBHBIN TesiedOH;
6. OTKJII0YM COXpaHEHHUE MapoJIsA B Opaysepe;

7. He oTkpbiBail ¢ailinbl U Jipyrue BJIOXKEHUS B MUCHbMAaX, Ja’kKe eCIM OHU IPUIILIIUA OT
TBOUX JIpy3ei. JIyulie yTOUHU Y HUX, OTIIPABJISIIN JIX OHU Tebe 3TH (aiiibl.

IMudposBasa penyranusa

[MudpoBas pemyranus - 3TO HETaTUBHAsA WX MO3UTUBHAS WHQOpMaIus B ceTu o Tebe.
KommpomeTupytomas nadopMaIys, pa3MeleHHas B UHTEPHETE, MOXKET CePbe3HBIM
00pa3oM OTpa3uThCs HA TBOEH peasbHOH ku3HU. "l[udpoBas pemyramus” - 3TO TBOU
UMUK, KOTOPBIA opMupyercs u3 nHbopMaiuu o Tebe B UHTEPHETE.

TBoe wmecTO KHUTEJILCTBA, yqe61>1, TBOE (bHHaHCOBOQ II0JIOXKEHHE, 0COOEHHOCTHU
XapaKTepa U paCCKa3bl O OJIM3KHX - BCE OTO HAKAILINBAETCS B CETH.

MHorue oAPOCTKHU JIETKOMBICJIEHHO OTHOCSTCSA K IIyOJIMKAIIUH JIMYHOU HHGOPMAITUH B
VHTepHeTEe, HEe MOHUMAs BO3MOKHBIX ITOCJIE/ICTBUH. ThI Jajke HE CMOKEIb 10TaIaThCs
0 ToM, uTO doTtorpadus, pa3MelleHHas 5 JIET Ha3aJl, cTajla IPUYNHON OTKa3a MPUHSATD
Tebs1 Ha paboTy.



KommenTapuu, pasmelnieHue TBoux ¢dotorpaduii U Apyrue AeUCTBUSA MOTYT He
HMCUE3HYTh Jla’Ke TOCJIE TOTO, KaK Thl X YAA/IUIIb. Thl He 3HAEIb, KTO COXPAHUJI 3Ty
nHGOpMaNHio, IOMaja JU OHA B TMOWUCKOBBIE CHCTEMBI UM COXpPaHWIACh JIU OHA, a
[JIABHOE: YTO ITOAYMAIOT O Tebe OKpYy:Kalolue JIIOJIH, KOTOPble HAUAYT U YBUIAT 3TO.
Hatiti nHGOpMAaII0 MHOTO JIET CITYCTs CMOXKET JII000H - KaK U3 T0OPBIX MO0YKIEHUH,
TaK U ¢ HAMEPEHUEM IIPUUYNHUTD Bpe. ITO MOKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIUTE TUPPOBOHN PelyTaIuU:

1. [Togymaii, mpesk/ie yeM 4TO-TO ITyOJIMKOBAaTh M IlepejilaBaTh y ceOs B OJiore wid B
COITUAJIBHOU CETH;

2. B HacTpoiikax mpoduis yCTAaHOBM OTPAHHUYEHUS HA IPOCMOTP TBOETO MPOMHUIIS U ero
COJZIEP?KUMOTO0, c/ieJIali ero TOJbKO "I Apy3ei';

3. He pa3memiaii u He yKaspiBail HH(POPMAIUIO, KOTOPas MOKET KOro-Ju060 0CKOpOJIATh
WJIN OOMKATh.

ABTOpCKOE IIpaBo

CoBpeMeHHbBIE IIKOJbHUKH - AKTHUBHBIE II0JIb30BATEN NHU(PPOBOTO IMTPOCTPAHCTBA.
OpHako Jajieko He BCe 3HAIOT, UYTO M10JIb30BAHUE MHOTUMHU BO3MOXKHOCTSAMH ITUMDPOBOTO
Mupa TpebyeT cobIII0IeHNs ITPaB Ha HHTEJUIEKTYAILHYI0 COOCTBEHHOCTD.

TepMuH "WHTE/UIEKTyaibHAsE COOCTBEHHOCTh' OTHOCHTCS K Pa3/IMYHBIM TBOPEHHIM
YeJIOBEUECKOT0 yMa, HauWHas C HOBBIX H300peTEeHHII M 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha IPOAYKTHI U YCJIYTM, W 3aKaHYMBas KHUTaMH, QororpadusMu,
KUHOGUIbMaMH M My3bIKaJIbHBIMH ITPOU3BEIEHUSIMH.

ABTOpCKHeE IIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEEHUSA
HaYKHU, JIATEpaTypbl U HUCKycCTBa. ABTOPDCKME IIpaBa BBICTYNAIOT B KayecTBe rapaHTUU
TOTO, UTO MHTEJUIEKTYaJIbHBIN/ TBOPUECKUI TPy aBTOpa He Oy/IeT HAallpaCHBIM, JaCT eMy
CIpaBe//IMBble BO3MOXKHOCTH 3apaboTaTh Ha pe3ysabTaTaX CBOEro TPYAa, IMOJIYUYUTHh
M3BECTHOCTH U Ipu3HaHue. HUKkTo 6e3 paspeleHus aBTopa HE MOKET BOCIIPOU3BO/IUTH
€ro TIPOU3BEJIEHNE, PACIPOCTPAHATH, IMyOJUYHO JEeMOHCTPUPOBATh, IPOJABaTh,
MMIIOPTUPOBATH, IIyCKaTh B IIPOKAT, MIyOJIUYHO HCIIOJIHATH, TOKA3BIBATh/ UCIIOJTHATh B
a¢upe niu pa3Mmeniats B IHTEpHETE.

Hcnonp3oBanue "MHUPATCKOro' MIPOTPAMMHOTO oO0eclieueHUs MOXKeT WPUBECTH K
MHOTHUM PHCKaM: OT IIOTEPU JAHHBIX K TBOMM aKKayHTaM /0 OJOKUPOBKU TBOETO
yCTPOMCTBa, I7le yCTaHOBJIEHA HeJlerajibHas porpamMma. He cTout Takke 3a0bIBaTh, YTO
CYIIIECTBYIOT JieTaJIbHbIE U OecIIaTHbIE TPOTPAMMBI, KOTOPbIE MOXKHO HAaUTHU B CETH.



